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MultiFactor Corporation - .NET Forms Integration Guide

Walkthrough - How to secure your website using .Net Forms Based Authentication and
SecureAuth®

1. SecureAuth® and your website will need to share the same Validation Key, Decryption Key,
Validation and Decryption metiond in their web.config files

2. To begin, generate a unique keys in the SecureAuth instance:

e Logon to the SecureAuth admin console
e Select SecureAuth instance

® Go to “Post Authentication”, scroll down to “Single Sign-On Properties”
(See Image #1)

Generate:
1. Validation Key
2. Decryption Key
3. Validation Method (SHA1, MD35, 3DES, AES)
4. Decryption Method (Auto, DES, 3DES, AES)

‘& SecureAuth Enterprise Authentication - Windows Internet Explorer EI@
@\\_}- + | ] hitps://www.czmultifactor.com/5071.0/Authorized/WebAdminComplete.aspx ~ G [4] x || Live Search 2 -
m LastPass «
94 9 | @ SecureAuth Enterprise Authentication 5 v B - ™= v | Page = i Tools ~ bt
Logs Single Sign-On Properties
Validation Key: AB922A366896F46C5B1853CEDT27TBDF1BBASF186053BCDES4FA3407B47F0318FF
Decryption Key: 57C201CBABE170DCD2238EEBBA51882FE088228407C29DFCE
Validation: SHA1 -
Decryption: Auto -
€ Internet | Protected Mode: On H100% -
Image #1 — SecureAuth Single Sign-On Settings
3. Copy the generated keys to a text file. (Notepad, etc)
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4. Go to the web.config file of your website, open it Notepad.

@ ActiveDirectoryRoleProviderWeh 3

=10l

File Edit Wiew Favorites Tools Help

| e

Q-0

®
7 Search

H__" Folders | =k 2 x n | '

=
|ﬁ'} Folder Sync

Address I CiInetpublwwwrootiwebsite

8

Folders X || Mame = |

Size: | Type

J

.E Default, aspx
.ﬂ Login, aspx
5| ShownContexts, aspx

1KEB
1KE
14 KB
ZKEB

@ Deskhop 1=
RD My Documents
= J My Computer
[=] S Local Disk (C:)
I5) ADClass
I23) afterbuild
I3 cabs
|23 code signing
I23) Code-Freeze
I23) Config, Msi
I5) Documents and Settings
[C5) EnterpriseLibraryz.0
I3 EntLibasre
I3) ESET
[T Forefront-Edge-Demos

4 |

ASP.NET Server Page
ASP.NET Server Page
ASP.NET Server Page
¥ML Configuration File

Ll G

5. Find the machine key section in the web.config file, and replace it with the machine key

generated in Step #2.

B\ ¥eb.Config - Notepad =10l x|
File Edit Format Wew Help
</specialsources:> ;l

</ loggingConfiguration:>
<system, weh>
<customerrors mode="off" />
<authentication mode="Forms">
<forms Toginurl ="secureauth.aspx"
names=". ASPXFORMSAUTH" protection="A11" path="/" timeout="30"/>

</authentication>
<t il 1

t10
"D11BEF
<prorile detau TProvider=
<providers=<add name=
<add
<add
<add
<add
<add
<add
<add
<add
<add
<add
<add
<add

name="Email" /»
name="rPhonearea" >
name="rhoneprefix" />
name="rFhonenumber" /=
name="Firstuame" />
name="Lastrame" />
name="kbgl" />
name="khg2" />
name="kbg3" />
name="khal" />
name="khaz2" />
name="kha3" />

rox
ADProfileProvider” type="MFA, Secureauth, ADProvider. ADPr
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6. While you are in the same web.config file, search for the “authentication mode” section
e Make sure “authentication mode” is set to “Forms”
e Replace the value of loginUrl with the URL of SecureAuth’s virtual directory login
page, using the fully qualified domain name

B web.config - Notepad =] B3
File Edit Format Wew Help
The <authentication> section enables configuration ;l

of the security authentication mode used by
AsP.NET to identify an incoming user.
-

<authentication mode="Faorms"s>
<forms IEEREEENTEE

name=". ASPXFORM

<fauthentications:

curaauth. asmox
regquiressL= talse"/

demo. ezmultitactar. col
Protections="A

<authorization:

7. Save this file
8. Finished! When your user tries to access the protected content from your website, he or she will

get redirected to SecureAuth’s login page for authentication. Once authenticated by
SecureAuth®, the user will be sent back to your protected content automatically.
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Appendix A:

1. For enterprises who wish the generate the Machine/Validation keys outside of SecureAuth,
MultiFactor will provide a key generation tool called FormsAuthKeyGen.exe

e This application will generate a unique validationKey and decryptionKey based on your

input. The output will be used as the shared secret between your website and Secure Auth®
2. Select the Validation Key strength and a Decryption type
3. Click Generate to generate your unique machine key

4. Right Click on the result, and select “Copy All To Clipboard”

.MET Form Auth Key Generator !El E
— Walidation
" B4 Byte {~ 96 Byte ¢ 128 Byte Generate |
— Decmption
i DES + TripleDES Clear |

<machineKey validationKey="53EDF42764CT74A9CCAFEESES 941‘;'
decryptionkKey="E139C59AD9995D93FaCTAFGEDEL

[ Copyalmocipbond 101772

<
4 b

9. Go to the web.config file of your website, open it Notepad.

@ ActiveDirectoryRoleProviderWeb i =]
File Edt Wew Favortes Toos Help | de
O Back + () - )i /" Search ||| Falders ‘ 5 (37 X 1B | [27)- | (&) Folder 5ync
nddress | CInetpublwmraatiwebsice =B
Folders x | | mame_~ | size [ Type D
(@ Deskton =1 | =l Default.aspx 1KB ASPMET ServerPage 3,
D Iy Documents i J Login, asp: 1KB ASP.MET Server Page 3,
=2 } Iy Computer JShUWCDHtExtSaSDX 14KE ASP.MET Server Page 3,

5 e Local Disk (C2) | [Eieb.confia ; 2KE XML Configuration File 3,
|) ADClass
) sfterbuid
2 eabs
1 eods sigring
|2) Code-Freeze
15 Config.Msi
IE3) Documents and Settings
IE3) EnterpriseLibrary2.0
15 EntLba3see
153 ESET
1) Forefront-Edge-Demos =
4 | _>l_| 4 | i
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10. Find the machine key section in the web.config file, and replace it with the machine key

generated in Step 5.

!& ‘Web.Config - Notepad ;IEIII

File Edit Format Wiew Help

</specialsourcess
</ToggingConfiguration:
<system. weh>
<customerrors mode="off" />
<authentication mode="Forms">
<forms loginurl ="secureauth.aspx"
name=". ASPXFORMSAUTH" protection="al11" path="/" timeout="30"/>

=

<add name="Email" >

<add name="rhonearea' />
<add name="Phoneprrefix" =
<add name="rhonenumber" />
<add name="FirstMame" /=
<add name="LastHame" />
<add name="khel" />

<add name="kbg2"/s>

<add name="khg3"/>

<add name="khal" />

<add name="kbaz" />

<add name="kha3"/ >

d
<providers><add name="appProfileprovider"” type="MFA.Secureasuth.ADProvider. ADPr

1| I L4 A
11. Open the SecureAuth console and input the Validation/Machine Keys:
e Logon to the SecureAuth admin console
e Select SecureAuth instance
® Go to “Post Authentication”, scroll down to “Single Sign-On Properties”
Input:
® Validation Key
® Decryption Key
e Validation Method (SHA1, MD35, 3DES, AES)
e Decryption Method (Auto, DES, 3DES, AES)
/€ SecureAuth Enterprise Authentication - Windows Internet Explorer =5 |Eol <=
@\J- - |g https:/fwww.ezmultifacter.com/5071.0/Authorized/WebAdminComplete.aspx ~ 9 ‘#,| X || Live Search & -|
3 testPass ~
o | @ SecureAuth Enterprise Authentication | Xp v B) v @b v [ Page v {0 Tools ¥ b
Logs Single Sign-On Properties
validation Key: AB922A366896F46C5B1853CEDT27TBDF 1BBASF 186053BCDEA4FA3407B4TF0318FF
Decryption Key: A7C201C6ABE170DCD2238EEBBA1882FENBE228407C29DFCE
Validation: SHAT =
Decryption: Auto -
& Intemnet | Protected Mode: On H100% ~
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