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Walkthrough - How to secure your website using .Net Forms Based Authentication and 

SecureAuth® 

 

1. SecureAuth® and your website will need to share the same Validation Key, Decryption Key, 

Validation and Decryption metiond in their web.config files 

 

2. To begin, generate a unique keys in the SecureAuth instance: 

 

• Logon to the SecureAuth admin console 

• Select SecureAuth instance 

• Go to “Post Authentication”, scroll down to “Single Sign-On Properties” 

(See Image #1) 

 

Generate:  

1. Validation Key 

2. Decryption Key 

3. Validation Method  (SHA1, MD5, 3DES, AES) 

4. Decryption Method (Auto, DES, 3DES, AES) 

 

 
Image #1 – SecureAuth Single Sign-On Settings 

 

 

3. Copy the generated keys to a text file.  (Notepad, etc) 
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4. Go to the web.config file of your website, open it Notepad. 

 

 
 

 

 

5. Find the machine key section in the web.config file, and replace it with the machine key 

generated in Step #2. 
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6. While you are in the same web.config file, search for the “authentication mode” section 

• Make sure “authentication mode” is set to “Forms” 

• Replace the value of loginUrl with the URL of SecureAuth’s virtual directory login 

page, using the fully qualified domain name 

 

 
 

7. Save this file 

 

8. Finished!  When your user tries to access the protected content from your website, he or she will 

get redirected to SecureAuth’s login page for authentication.  Once authenticated by 

SecureAuth®, the user will be sent back to your protected content automatically. 
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Appendix A: 
 

1. For enterprises who wish the generate the Machine/Validation keys outside of SecureAuth, 

MultiFactor will provide a key generation tool called FormsAuthKeyGen.exe 

 

• This application will generate a unique validationKey and decryptionKey based on your 

input.  The output will be used as the shared secret between your website and SecureAuth® 

 

2. Select the Validation Key strength and a Decryption type 

 

3. Click Generate to generate your unique machine key 

 

4. Right Click on the result, and select “Copy All To Clipboard” 

 

 
 

9. Go to the web.config file of your website, open it Notepad. 
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10. Find the machine key section in the web.config file, and replace it with the machine key 

generated in Step 5. 

 

 
 

 

11.  Open the SecureAuth console and input the Validation/Machine Keys: 

 

• Logon to the SecureAuth admin console 

• Select SecureAuth instance 

• Go to “Post Authentication”, scroll down to “Single Sign-On Properties” 

Input:  

• Validation Key 

• Decryption Key 

• Validation Method  (SHA1, MD5, 3DES, AES) 

• Decryption Method (Auto, DES, 3DES, AES) 

 
 


