
 
 
 

Securing Web Sites with SecureAuth 

Two-Way, Two-Factor Authentication That Integrates to your 

existing Web Site 

Enterprises have a need for a scalable, secure and reliable authentication solution.  They 

require an authentication platform to work with a variety of application solutions,  that 

allows for customization and flexibility, and that is secure.    Flexible and ease of 

integration are paramount.  

Of course, in today’s security climate, passwords are not enough. 

Two-factor authentication requires more than just a username and password.  It 

requires that the person accessing know something (a password) and that they have 

something.  Traditional two-factor solutions are really password replacements, and 

although they may strengthen the password, they do nothing to assure the security of 

the network. 

In today’s enterprise environment, multiple passwords are a problem. 

When systems do not have their authentication connected to a common directory, 

several problems arise.  First, end users are required to remember multiple passwords.  

This usually ushers a user towards using the same password for everything.  This means 

that your internal directory (AD, LDAP, etc.) passwords are being sent across the 

Internet.  Next, when a password changes in one place, it is not updated in the other.  

This can lead to support issues, thereby making it difficult to implement a password 

security policy across the multiple systems. 

SecureAuth leverages a multitude a mechanisms (including, x509 digital certificate 

technology, SMS, Telephony and e-mail)  to provide a second identity factor, and to 

assure the integrity of the connection across the network.  Additionally, SecureAuth 

integrates directly with your existing directories, so users do not have to remember a 

new password, and administrators do not have to manage authentication in another 

directory. 

 

SecureAuth provides authentication to the hosted web applications and SaaS 

applications – with single sign-on, if configured. 

When Passwords are not 
ŜƴƻǳƎƘΧ 
 
The Challenge: 
Web applications require 
strong authentication, but 
that solution must be easy 
to use, simple to deploy 
and require little 
administration. 
 
The Solution: 
SecureAuth protects you 
with two-way two-factor 
authentication, that not 
only validates the user’s 
identity but insures the 
integrity of the connection 
over the Internet. 
 
The Benefits: 
The combination of 
MultiFactor SecureAuth 
and Salesforce provides the 
best security for your 
enterprise and is: 
- easy to use, providing 

for self-service 
registration; 

- simple to deploy, with 
the SecureAuth 
appliance in your DMZ; 

- low administration, 
requiring no new user 
data-store or data 
replication; 

- more secure, with 
automated two-way 
certificate based 
network integrity 
checks. 

- Secures both hosted 
and SaaS based 
applications 

 
 

 



 
 
 

 

The Challenge 
The challenge for the enterprise has been to deliver a user validation system that 

provides the user identity to the trusting resource, in a deployable and secure manner.   

Previous solutions have either burdened users or have proven difficult to deploy.  In 

addition, previous solutions have not addressed modern identity theft attacks occurring 

in the network, such as Man-in-The-Middle, replay, and DNS attacks.  To solve these 

new validation issues, a solution must be able to create a verifiable bi-lateral 

authentication where the client and the server are authenticated in an automated 

process. 

The MultiFactor SecureAuth Solution 
Combined with Salesforce, SecureAuth provides a bi-lateral authentication solution that 

will protect an enterprise from modern identity attacks.  With a multi-platform, self-

service enrollment model, SecureAuth delivers strong security with no user friction.  A 

typical user experience entails a user accessing a website portal or application, directly, 

to request access.   Features within the web application are engaged to direct 

authentication to the SecureAuth appliance using the web concept of target-redirect.   

Where as a web browser that does not have a valid session ticket is redirected to an 

authentication resource.   The SecureAuth web-based validation routine will request the 

username followed by a query of the user’s system that looks for the relevant 

SecureAuth digital identity.   

 

Image #1:  The SecureAuth server authenticates the user by redirecting from the 

existing web application and then returning an authenticating session or message to the 

application.  



 
 
 

 

If the user chooses to enroll a device, the SecureAuth appliance verifies the user’s 

identity via a configurable authentication process.  SecureAuth will read from fields in 

the enterprise data store to retrieve information that will allow the user to prove his 

identity (Note: SecureAuth does not store any user information and it integrates with all 

data stores).  User validation choices include: 

¶ Telephony one-time-registration code 

¶ SMS/Text Message one-time-registration code 

¶ E-mail one-time registration code 

¶ Static PIN 

¶ Knowledge-Based-Questions 

¶ Help Desk Assisted 
 
Upon the initial user validation, SecureAuth initiates the X.509v3 private/public key 

creation on the client side.  It is key to note that during the certificate creation process, 

the private key never traverses the network.   This certificate creation process is 

transparent to the user.  

Once created on the client, the certificate is used for all subsequent authentications for 

an administrator defined period.  As long as the certificate is valid, the user enters only 

his username and then password.  The X.509v3 certificate will allow for a bi-lateral 

authentication of the individual user and the server; thereby, thwarting network-based 

attacks.   Certificate lifetimes are configurable by the enterprise using SecureAuth’s 

easy-to-use administrator’s web-based interface. When a certificate expires, the date of 

expiry is identified by the validation process and the user is consequently redirected to 

the SecureAuth enrollment process to re-authenticate, re-enroll and create a new 

certificate.  Additionally, a user’s registrations can be revoked from the SecureAuth 

administration console, instantly invalidating any actively enrolled devices and sending 

the users back in to the enrollment process at the next authentication. 

Integration with the Web Applications ς The Data Store 
All web integrations start with the user data store.   SecureAuth simplifies this process  

by connecting directly to the data store.  SecureAuth can utilize  

the directory organization and the pre-defined attribute definitions of the data store.  The 

identity that SecureAuth uses for authentication is the same that is utilized by the application 

for processing, permissions and role management. No synchronization  

or data schema changes are required.   



 
 
 
  

     SecureAuth allows each authentication realm to map to a different directory    

     container , or different database altogether.   The SecureAuth administrator configures 

     each authentication realm via the SecureAuth administration GUI.   The SecureAuth 

     admin GUI allows the admin to: 

      a)  Select the data store 

      b)  Select the method of connection 

      c)  Select the attribute mappings 

 

     Each authentication realm can have distinct data store settings and mappings, or  

     SecureAuth, with a touch of a button, can replicate the settings across (25) distinct 

     SecureAuth realms.  

              

 

Image #2:  The SecureAuth administrative data store connection GUI. (Item #1).    

SecureAuth enables the admin to select a distinct (or replicated) data store  (item #2)  

for every SecureAuth authentication instance. (item #3) 
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Integration with Web Applications 
SecureAuth integrates with web applications by utilizing the concept of target-redirect 

technology. 

¶ A browser user that does not have a valid session with an application is 

redirected to the SecureAuth authentication appliance 

WebSite configuration 

Integrating SecureAuth with the webserver is a simple configuration that creates a 

trusted relationship between SecureAuth and the web site.  SecureAuth acts as the 

identity provider, and the web applications consumes assertions signed, created by the 

SecureAuth authentication appliance. 

To conduct this, SecureAuth can either: 

¶ Create the session “native” session credential for the application 

¶ Send a “Trust User” web artifact to application and have the application 

create the session ticket. 

 

     Both methods result in the application: 

¶ Determining if the user has a valid session 

¶ Redirecting to SecureAuth 

¶ SecureAuth conducts a configurable authentication, according to resource 

and user group 

¶ Redirecting the user back to the target application 

Most important, all the actions are behind the scenes and are 100% transparent to the 

user.  

bŀǘƛǾŜ ά{Ŝǎǎƛƻƴέ LƴǘŜƎǊŀǘƛƻƴ 

     On a session redirect to the SecureAuth authentication Server, upon successful  

Authentication, the SecureAuth server can create a native session ticket for the 

application to consume.  SecureAuth securely integrates to the native application  

and allows the authentication to appear as if the authentication has occurred on  

the application server. 

 

These SecureAuth natively supported applications include: 

¶ Microsoft Forms-Based Authentication (FBA) 

o OWA, ASP.NET, SharePoint, MOSS, Microsoft Dynamics 

¶ IBM Websphere LTPA 

o WebSphere portal server and applications 

¶ IBM TAMeb EAI 

o Tivoli Access Manager 



 
 
 

¶ Computer Associates SMSESSION 

o Computer Associates SiteMinder 

 

Once the “native” session is created, the user proceeds throughout the application 

as if the application itself conducted the authentication.   The solution is equally  

secure in public and private configurations.  

 

In addition, all directory lookups and authorizations are kept intact.     

Generic Web Integration 

The SecureAuth appliance can always work in a manner that is impervious to the nature  

of the application’s session credential.   In these scenarios, SecureAuth acts as a 2nd-

Factor appliance that receives the unauthenticated user’s identity and then conducts an 

authentication.   

 

SecureAuth can conduct a secure 2-Factor authentication for both private and public 

modes, without needing access to the user’s password stores.  This is very attractive to 

enterprises under security audits. 

 

Instead, the SecureAuth authentication realm just becomes the trusted 2-Factor 

authentication mechanism.   The existing logon page inspects for the SecureAuth 

encrypted security token in the URL.   If the user does not have the encrypted token, the 

page redirects the user to the SecureAuth authentication realm. 

 

SecureAuth then “black boxes” the authentication.      The authentication can be all of 

SecureAuth’s validation features:   Certificate, SMS, Telephony, E-mail, PIN, KBA and 

help desk. 

 

Once this is done, the enterprise logon page can simply call an exposed SecureAuth 

webservice for the validation result.   Or the page can make a call to a common 

datastore  to retrieve the SecureAuth validation object and status.   In either scenario, 

no logic change in the application needs to be made.  

 

The dialogue between the SecureAuth appliance and target application is secure  

and seamless.  Only the SecureAuth server(s) are allowed to receive the authentication 

request.  In addition, the target application is configured to accept  

authentication responses from only the SecureAuth servers. 

 



 
 
 

                          

 
Image #3:   The SecureAuth product can integrate to the application as a trusted  
                     2nd Factor Authentication method. 



 
 
 

SecureAuth for Web Authentication:   

Part of a larger 2-Factor SSO Story 
     One of the key advantages of integrating SecureAuth for Salesforce is the ability to  

     Implement a secure single sign-on (SSO) across the enterprise.  SecureAuth uniquely 

     Is able to provide a secure 2-Factor SSO authentication across: 

¶ Network Applications 

o Cisco and Juniper VPNs 

¶ Hosted Applications 

o ASP.NET, SharePoint, WebSphere, etc 

¶ Cloud Based Applications 

o SaleForce.Com, Google Apps and others 

 

SecureAuth is able to provide a group-based access policy across these platforms to 

enable administrators to provide granular access control to these resources based on 

permissions set in the enterprise data store. 

 

 
 

Image #4:   SecureAuth is a multiple authentication and identity enforcement platform 

for VPNs, Web Applications and SaaS applications. 



 
 
 

SecureAuth Provides the IM Tools Needed for SaaS 
     Enterprises want to take advantage of a cloud infrastructure, such as Saleforce  

     and other Force.Com applications, to save the cost of hosting, deploying and 

     maintaining applications.    These enterprises still have to contend with  

     Identity Management issues that are not alleviated by moving the application off-site. 

      

     SecureAuth solves these issues with a fully identity-based integrated solution that 

     works with the existing data store.     SecureAuth enables an enterprise to provide,  

     in addition to 2-Factor SSO Authentication to Salesforce: 

¶ User Profile Self-Management 

¶ User Profile On-Boarding (On 1st authentication) 

¶ User Password Reset 

¶ Admin Help Desk 

 

It is these tools, coupled with SecureAuth’s 2-Factor SSO authentication, that enable  

an enterprise to fully take advantage of a cloud-based application like Salesforce.com 

Summary 
SecureAuth is the most deployable and user-friendly solution in the market for two-
factor authentication to hosted web applications, providing authentication security that 
passwords and password replacements cannot achieve. 

About MultiFactor Corporation 
MultiFactor Corporation is the leader in strong, simple to use, user authentication. 

SecureAuth is a true plug-n-play authentication mechanism that allows secure access 

into the enterprise network and application resources. Enabling the enterprise to cost 

effectively harness the true power of the network. 

Please visit http://www.multifa.com, or contact sales@multifa.com for more details. 

http://www.multifa.com/
mailto:sales@multifa.com

