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SecureAuth Guide for Cisco SSLVPN and Mac systems

Getting Started - Please take a few moments to read through this document -

SecureAuth allows a remote user to locally create a personal certificate in their
Keychain application. Once in the Keychain, the certificate must be mapped to its
associated URL. This document will illustrate this process.

***Because of the Apple requirement to map a certificate to an associated URL
***this process must be completed after each new certificate is created.

Before beginning this guide your administrator will provide the following -
1) The URL for the SecureAuth service. This will often be your Company’s
SSLVPN web address. In this example the URL is https://ssl-vpn.multifa.com

The Process -
This document will walk the user through;
1) the SecureAuth enroliment experience using Safari.

2) accessing their Keychain application.
3) creating the Identity Preference for the newly created personal certificate.

Please note that screenshots reference the statements preceding them.
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1) Go to your SSL VPN URL as provided by your I'Dgjp. In this example the URL is
https://ssl-vpn.multifa.com

This illustration uses the account “DemoAccountéd’e enter your remote access
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When Passwords Are Not Enough

To acoess protected resources both a certificate and a password are required.

MultiFactors SecureAuth™ certificate distribution service enables simplified certificate deployment.

Simple, Scalable Strong Authentication
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Your log in page may differ.
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username and password then click “Enroll Now”.

Please enter your usemame and password

USERNAME: |DemoAccount
PASSWORD:
(Enroll Now )

2) Confirm that your username as been posted d.6gin Text, note the second word,
“DemoAccount”, in the example below. Click “Contigiuto begin the enroliment
process.
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Your Web E
differ.

Check that your account is
inserted here. In this example
“DemoAccount” is seen.

o

1, Enter User ID

1 protect Information and resources each unique
rom will require you to complete the system
s site.

2. select Registration Method

will be redirected to nstall the required plugin,
the 'Edit Options' button above to Initiate the Install of the

3. Enter Registration Code

4. Enter Your Password

9,0,0,0

Copyright © 2008 MultiFactor Corp. All rights reserved

www.multifa.com MultiFactor Corporation ® 949.777.6959




3) Select from your available delivery methods.
Select “Public” for a short-term certificate or Wate” for a long-term certificate.
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Note, your option:
may vary based on
your Corporate Policy

4) Enter the code received via the selected dgliresthod on the keypad and click
“Submit”. If no code is received, click on the hyjoek “If you do not receive a
password, please click here to try an alternaténoat This link will return you to the
previous menu (Step 3) for a new delivery method.
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1. Enter User ID

2. Select Registration Method

3. Enter Registration Code

elolele
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Enter the code that you just recelved on your phene
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5) Enter your Corporate password and click “Submit”

6) Enter your Mac account / password and click “OKrie browser will begin a
countdown from 30. Once registration is completed will be automatically directed to
the next page.

7) Close Safari via the “Close All Browsers” hypekl Please note that all Safari
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windows will close.

8) Go to Keychain Access (Top right corner, cliok Spotlight magnifying glass icon

and enter Keychain to find application). Highlighe new certificate, right-click and
select “New Identity Preference”. Enter in the URL your SSL VPN as found in Step
1.

Click “Add” and exit Keychain Access.

Right-click on your personal certificate
to select “New Identity Preference”.
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9) Open Safari and return to the SSL VPN URL. Notltat this time you are at an
Access page. This is accessible only by submissianvalid personal certificate.
Enter in your username and Password and click ‘i’ogi

Your Access page may differ.

10) You will now be at your corporate ASA Web Pobrta

Your Web Portal may
differ
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